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ABSTRACT
Roadster Corp’s new MIS Network incorporates reliable management protocol to harness the control and monitoring capability. The SNMP is a robust standard that gears to harness the level of intercommunication among the devices inherent in the system. Therefore, an extended design document incorporates three frameworks of SNMP to achieve the fiduciary obligation.
The report reveals the role of SNMP agent to include running the server-program (SNMP Manager) because it keeps the performance information in a database. On the other hand, the SNMP Trap is a profound operation that harnesses the use of network resources because it disperses an alert to the manager about the status of the network. Roadster Corp utilizes the CISCO’s Version 3 to harness the security of the extended MIS Network because the latter incorporates an authentication and encryption model.








Simple Network Management Protocol (SNMP)
	Contemporary Network Administrators hinge on the existing protocols to support intercommunication among the connected nodes in addition to harness the control and monitoring activities (Sathyan, 2016). The SNMP is a reliable set of standard designed to include an application layer of TCP/IP (ibid). The elements of SNMP that strive to address the three pertinent requirements of Roadster network requirement include the SNMP agents, traps, security, and MIB objects. 
SNMP Agents 
The SNMP utilizes the manager-agent relationship to achieve optimal control and monitoring of the devices at the application level. Rouse (2018), considers the SNMP manager as the host that controls and monitors the sets of existing agents. Conversely, the SNMP agent represents the routers and other nodes, which serve as the managed stations (Ibid).  The agent runs the SNMP server program because it keeps the performance information in a database (Sathyan, 2016). Therefore, the cadres of SNMP agents facilitate the manager to access the value in the database that bolsters the efficiency of the network management process.
Further, the Roadster Corp configures the manager-agent relationship using CISCO’s Network Management Command Reference to achieve adequate outcomes. Specifically, the CISCO command reference outlines multiple procedures to modify access-control for an SNMP community and disabling the agent. First, the ability to modify access-control in a manager-agent relationship hinges on the community strings that serve as the password and regulate access to the agent on the device. The CISCO command proposes the provision of an access list of IP addresses of the SNMP managers permitted to gain access to the agent. The ability to modify access to the SNMP agents by the managing servers is an essential intervention that addresses the detrimental series of network intrusion and breaches for the Roadster Management Information System (MIS). 
Secondly, adequate management of the extended Roadster’s MIS Network hinges on flexibility in adding or disabling corrupted SNMP Agent. The CISCO Command Reference provides four steps that facilitate a Network Administrator to disable any version of an SNMP agent in the network. The first step is to enable the privileged EXEC mode and enter the designated password string. Next, configuring the terminal using the global configuration mode, this is followed by disabling the SNMP agent operation. The last step relates to the ‘#END’ command that aims to exit the global configuration mode. Importantly, the ability to configure and disable any version of SNMP agent addresses the potential of system collapse because of the increased number of MIS Network users. Specifically, CISCO’s Command References influences the ability to increase the system’s flexibility, interoperability, and scalability.
SNMP Traps
[bookmark: _GoBack]	The SNMP application performs three critical operations that include SNMP Get, SNMP Set, and SNMP Notification. The SNMP Notification is an essential feature that facilitates the network system to generate unsolicited notification from an SNMP agent (Cisco System Inc, 2017). The SNMP Notification generates traps, which are asynchronous messages to alert the manager about the condition on the network (ibid). The notifications also take the form of SNMP Inform that aims to request for confirmation of receipt from the SNMP manager (ibid). However, traps are less reliable because of the failure to accompany the message with an acknowledgment to the manager. 
Importantly, the Network Administrator can design appropriate Protocol Data Unit (PDU) to harness the use of SNMP Trap. The SNMP trap utilizes fewer resources than the SNMP Inform in the router and is discarded easily after the use. Further, the SNMP Traps are sent once, which bolster its usage in a system because of the ability to release resources. The need to achieve optimal resource utilization influences the decision to favor the use of SNMP Traps in Roadster’s MIS Network.  
SNMP Security
The CISCO Command Reference influences the SNMP security models inherent in Roadster Corp MIS Network. The extended MIS Network hinges on the Version 3 of SNMP (SNMPV3) because of the interoperable standard protocols that guarantee secure access to the system using authentication and encryption packets (Cisco System Inc, 2017). The SNMPV3 security model has pertinent objectives, which focus on the integrity of the message, authentication, and encryption (ibid). The three security goals are the conventional gold standard that influences the cadres of system design. 
Evidently, the benefits of incorporating the three objectives of a CISCO’ SNMPV3 security model are profound in the new and extended MIS Network for the Roadster Corp. The message integrity ensures a message packet is tamper-proof in the transit (Sathyan, 2016). Authentication strategy ensures the message packet originates from a valid source and the encryption scrambles the message content to prevent an unauthorized source from decoding the packet (Ibid). CISCO SNMPV3 security model provides a suitable configuration because it enables an agent to communicate with multiple managers, which increases the network interoperability and achieve its security objectives (Cisco System Inc, 2017). Therefore, the new MIS Network has a configuration capability that addresses the concern for the increasing number of users and arrests the protracted series of system intrusions.
Management Information Base (MIB) Object
The MIB is another critical SNMP framework that influences the manager-agent relationship. MIB refers to the collection of the entire managed objects in the information storage area (Rouse, 2018). An SNMP agent contains several MIB variables, which a manager has to request or modify using the stipulated operations. The agent gathers the requested data from the entire collection of MIB and responds to the manager’s request to get the data. Each MIB has a unique identification number and string used to facilitate the communication between agent and manager. The MIB framework plays a critical role because it hedges against system collapse because of the increased number of users. 
Concisely, the three frameworks of SNMP, which include manager, agent, and MIB plays a critical role in harnessing the control and monitoring of the Roadster’s extended MIS Network. Notably, the SNMP is a reliable and efficient standard because it includes a set of data and methodology for manipulating data object. Therefore, incorporating the SNMP elements in an extended design document harnesses the efficacies of the new and extended MIS Network for the Roadster Corp.  
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